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LeetCode ClickTrap Awarness 

SUMMARY
Cybersecurity student pursuing B.Sc. Computer Science with Cybersecurity, with strong knowledge in network security, 
vulnerability assessment, threat detection, incident response, and system hardening. Hands-on experience through security 
labs, CTF challenges, and practical projects using Nmap, Wireshark, Burp Suite, Metasploit, Linux, Docker, and Python. 
Built security-focused tools including an Endpoint Detection & Response (EDR) platform and phishing awareness 
simulator. Seeking an entry-level Cybersecurity Analyst /​ SOC Analyst role to support enterprise security operations.

EDUCATION
B.Sc. Computer Science with Cybersecurity

Focused on network security, ethical hacking, threat analysis, incident response, and hands-
on cybersecurity lab projects.

2024 – 2027
Rathinam Technical

Campus

TECHNICAL SKILLS
Network Security Skills

•Nmap (port scanning, service enumeration)
•Wireshark (packet capture, traffic analysis)

System & Exploitation Skills
•Linux security administration
•Windows users, permissions, services
•Metasploit (controlled exploitation practice)
•Vulnerability assessment fundamentals

Web Security Skills
•Burp Suite (request/​response testing) 
• OWASP Top 10 awareness

Core Programming & Security Knowledge
• IP addressing, ports, subnetting
• Incident response and secure coding
• Python , Bash scripting
• React, Spring Boot, REST APIs

PROJECTS
RedAlert EDR– Endpoint Detection & Response Platform⁠ , Linux, Python

• Built offline EDR system for real-time monitoring of processes, network activity, and system events.
• Implemented threat detection and alerting for suspicious behavior analysis.

ClickTrap – Security Awareness Simulator⁠ , Python, Linux, Shell Scripting
• Built social engineering simulation tool using disguised file execution techniques.
• Delivered real-time user awareness training through instant security feedback.

SQLi-Report – SQL Injection Assessment Tool⁠ , Python, CLI
• Contributed to CLI design and core modules for SQL injection detection.
• Developed terminal interface and automated reporting for vulnerability analysis.

DNS Lab (Dockerized)⁠ , Docker, Networking
• Created isolated DNS environment for resolution, caching, and query analysis practice.
• Performed protocol testing and troubleshooting in controlled lab setup.

Authify - Authentication System⁠ , React, Spring Boot
• Developed secure authentication system with OTP login and email verification.
• Implemented REST APIs for user authentication and session management.

CERTIFICATIONS

Google Cybersecurity Certificate, Packt Web Security & Ethical Hacking, Linux Foundation – Linux Tools, AWS 
Fundamentals – Whizlabs, Meta – HTML & CSS in Depth

Awards
Cybersecurity Achievement, TryHackMe

Maintained a 114+ day continuous learning streak with consistent cybersecurity lab practice and ranked in the top 6% 
globally based on performance in hands-on security challenges.

Problem Solving Achievement, Leetcode
Solved 280+ data structures and algorithm problems, demonstrating strong problem-solving skills and consistent 
practice in coding challenges.

Interests

Problem Solving CTF Challenges and Security Labs|
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